PRODUCT BRIEF

Global DataGuard

ALL-N-ONE SECURITY MODULE

COMPLETELY INTEGRATED MANAGED
ENTERPRISE UTM SOLUTION FOR
SMALL TO MEDIUM BUSINESS

The ASM enables sharing of information between
security applications and appliances, greatly reducing IT

complexity and providing all security applications with

superior performance, operational ease, and a significant

reduction in TCO.

It's a scenario all too common in today’s corporate IT departments.

IT security teams are forced to implement security systems by cobbling
together discrete security appliances and applications from competing
security companies. Because these products focus on various specific
aspects of network security, the IT department itself must provide the
central management functions of integrating, managing, monitoring
and correlating discrete security events, alerts, logs and reports into
actionable security threats.

While there are several Unified Threat Management (UTM) products on the
market, they are inadequate to meet the robust network security needs and
requirements of the enterprise market.

The All-n-One Security Module (ASM) from Global DataGuard is different.

Specifically designed for small to medium enterprises, the ASM defines a
new category of security product—Enterprise Unified Threat Management
(Enterprise UTM).The ASM consolidates the myriad of network security
appliances, expands network security coverage, and provides a truly

integrated network security suite.

THE GLOBAL DATAGUARD ASM
UNIFIES 12 SECURITY APPLICATIONS
INTO A SINGLE APPLIANCE:

10.
11.
12.

Firewall

IPSEC VPN

Intrusion Prevention System
Intrusion Detection & Correlation
Gateway Antivirus

Gateway AntiSPAM

Content Monitoring & URL
Filtering

Network Behavioral Analysis
(NBA) & Correlation

Network Access Policy &
Monitoring Capability

Threat Management System
Vulnerability Management

Log Management & Monitoring

www.globaldataguard.com



market in Enterprise UTM.

e Proven—Industrial grade ASM applications have been running in
the LME/MNC market for many years, representing proven
technology that is designed to scale.

COMPLETE, COMPREHENSIVE SECURITY SOLUTION AVAILABLE ASM MODULES
¢ Innovative—The ASM is the price/performance leader and first to
5

e Versatile—The ASM'’s architecture is designed to incorporate
emerging technologies and applications.

e Cost Effective—The ASM offers a compelling and unmistakable
cost reduction and Return On Investment (ROIl) that is easily

offered as a managed service or a native implementation.
Model: N-2500-S

The ASM'’s underlying Network Behavioral Analysis (NBA) and *10/100/1000Mb
Correlation function enables sharing of information between * On premise appliance
security applications and disciplines, and lies at the heart of * 1U Rackmount Form Factor
Global DataGuard'’s innovative architectural approach. The ASM
gives all security applications the behavioral edge, providing
superior performance, operational ease, and a 70% reduction in

® Core 2 Duo Processor
¢ |deal for small businesses

Total Cost of Ownership (TCO). Model: N-2501-S
* 10Mb
FAST RETURN ON INVESTMENT - Ol et e i e
* 1U Rackmount Form Factor
The ASM is priced to compete with existing UTM products, offering  Dual Dual-Core Xeon® Processors
a compelling and unmistakable cost reduction and ROI. It can be ¢ |deal for medium-sized businesses

used as either a managed service or a native implementation.
Model: N-2510-S

UNIQUE NETWORK BEHAVIORAL ANALYSIS CAPABILITY *100Mb _
* On premise appliance
e  Shares results with all ASM security applications * 1U Rackmount Form Factor
e Retains and correlates suspicious raw packet data for rolling * Dual Dual-Core Xeon® Processors
14-30 days ¢ Ideal for medium-sized businesses

e Correlates alerts for up to 6 months and maintains behavioral

profiles for up to 2 years Model: N-2520-S

* 1000Mb
e Automatically adapts to evolving networks using its predictive * On premise appliance
functionality * 1U Rackmount Form Factor

e Dual Dual-Core Xeon® Processors
¢ |deal for medium-sized businesses

Info Security

BESY
- 2009
PRODUCTS GLOBAL PRODUCT
EXCELLENCE AWARDS

APPROVED SCANMING & ;:;;I;Es 2009
VINDOR ek ok k]

-

Contact Global DataGuard Today

For more information about the ASM module, contact Global DataGuard today at 972.980.1444 or visit us online at
www.globaldataguard.com.

14800 Landmark Blvd, Suite 610 | Dallas, TX 75254 |

Global DataGuard

972.980.1444 | www.globaldataguard.com
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